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KONusi BEpHa

WMucrpykius 110 opranusaly aHTUBUPYCHOM 3alllAThI.

1. Ob1mme 1mos1oKeHUs

[leapio co3/lanust CUCTCMbl AHTUBUPYCHOW 3aIIMThI ABJISCTCH 00ECIICUEHHE 3aAIIMIICHHOCTH
HH(OPMALIMOHHO-KOMMYHHUKAIMOHHOH cuerembl (fanee MKC) ot Bo3ieHcTBHS pasiMuHOrO poja
BPC/IOHOCHBIX  IIPOrpaMM M HECAHKIIMOHUPOBAHHBLIX ~ MACCOBBIX  IOYTOBLIX  PACCBUIOK,
PEJIOTBPAIICHUA WX BHEJAPCHHUS B MHOOPMAIMOHHBIC CHCTCMbI, BBISBICHUA M 0Ge3onacHoro
YJIQIEHUs W3 CHCTEM B cCjydac I[IONa/[@aHHs, a TaKke OQUILTPAlMH JIOCTYIA 10JIb30BaTelIeH
YupexjleHus K HeNpoYKTHBHBIM MHTEpHET-pecypcaM ¥ KOHTPOJ/IS UX YJICKTPOHHOM HEPEITHCKH.

OcnoBonosnararommumM  TpebOBaHUSIMM K CHCTCMC AHTHBUPYCHOH 3alUTBl  YUpek/(eHUS
ABJISIOTCS

Cpe/IcTBO 3alllMThl HE JIOJZKHO OKa3blBaTh IPOTHBOJICHCTBHE KOHKPETHOMY BHPYCY HIIM
I'PyIIIC BUPYCOB, HPOTHBOJICHCTBHE JIOJKHO OKA3BIBATLCS B IIPC/UIOIOKCHHAX, YTO BUPYC MOKCT
OBITH 3aHECEH HA KOMIILIOTEP M O BUpYyce (0 €ro CTPYKTYpE (B HaCTHOCTH, CUIHATYPE) U BO3MOKHEIX
,FICI‘;!C'TBHSIX) HHYCIO HC M3BCCTHO, PCIICHHUE 3d4/[a4H aHTHBHp}’CHOﬁ 3alIHMTh! JIOJGKHO OCYHICCTBIIATLCH
B peaJbHOM BPCMCHH.

Meponpusitusi, HallpaBJICHHBIE HA PEILICHUE 3d/1aY 110 aHTUBUPYCHOM 3alIUTe:

. YCTAHOBKA TOJILKO JIMIIEH3UPOBAHHOT'O IIpOorpaMMHOro obecriedenus Jmbdo becruiarnoe
AHTUBHPYCHOE HpOrpaMmHOe obecnedcHue, HyIEe B KOMIUICKTE C IMOIMHHOM OnepauuoHHOlM
cucremoit (tTuma Microsoft Security Essentials (cers o 10 pabouux cranumit) wim Microsoft
Forefront Endpoint Protection (cerh Gosice 10 pabounx craunmit)), nojyiepxusaionice padbory ¢
IOJIL30BATCIILCKUMH llp()(i}HJlHMH;

L peryssipioc OOHOBJICHUE M CHKC/HECBHBIC PO HIIAKTHYECKUE IIPOBEPKH (3KEJIATEILHO
B Hepaboyee HOYHOE BpeMsi);
- HCIIpCprBI!bII:"I KOHTPOJIb Hal BCCMH BO3MOXHBIMH HYTAMH  IITPOHUKHOBEHHSA

BPC/IOHOCHBIX  1IPOIPAMM,  MOHUTOPHMHIT  AHTUBUPYCHOM  O€3011aCHOCTH M oOHapyxKeHue
JECTPYKTHBHOM aKTHBHOCTH BPEIOHOCHBIX IIpOrpamMM Ha Beex obbexrax MKC;

J HPOBC/ICHUE HIPOPUIAKTHHECKUX MEPOIPHUATHI 110 1IPEJIOTBPALICHHIO U OFPAHHYECHUIO
BUPYCHBIX  JIIM/ICMHH, BKIIOYAIOIIMX  3arpy3Ky W pa3BepTLIBAHMC  CIICHMAILHBLIX  [IPaBUII
neii'l'pa;m}aumr (()'l'pil}KCHHI(), H30JIAIIUU H J[PiKBH}[aHMH) BPCJIOHOCHLIX 1IpOI'paMM Hd OCHOBE
PEKOMEHJIAIMI 110 KOHTPOJIK aTaK, TOJINOTAB/IMBACMBIX Pa3pabOTHUKOM CPEACTB 3alUThI  OT
BPEJOHOCHBIX HPpOIrpaMM M JIpPYI'HMH  CHICHHAIIH3HPOBAHHBIMHA OKCIHCPTHBIMH  dHTHBHUPYCHBIMH
CayxbaMu 10 TOro, Kak Oy/IyT BbIIYIICHBI (Dailiibl HUCIPABICHUH, 1IPU3HAKOB M AHTHBUPYCHBIX
CUIHATYD:

lIpoBejieHue peryIspHbIX IPOBEPOK 1EJIOCTHOCTH KPUTUHCCKHM BAXKHBIX IIPOIPAMM M JIAHHBIX:

- BHCHIHMC HOCHTEIM MHOOPMAIIMM HCHU3IBECTHOI'O 1IPOMCXOK/ICHUS CIIC/YCT NPOBEPATL Ha
HaJIHMHMEC BUPYCOB JIO UX UCHOJIB30BAHWUA,

- HCOOXO0JMMO CTPOIO HPWICPKUBATLCH YCTAHORICHHBIX 1IPOIEAYP 110 YBEJIOMICHHIO ©
Cirydasix 1OPaKCHUs aBTOMATH3UPOBAHHOW HHAOPMAIIMOHHON CPE/Ibl KOMIILIOTECPHBIMH BUPYCAMH U
HPHHATHIO MEP 110 JIMKBU/IAIIMN 1TOCIJIEJICTRUHA OT UX IIPOHUKHOBCHUS,

- CHICIYCT MMETh lulanbl obecueyenus OecniepeOoinoil paborhl YupexkacHus JUIs clly4qacs
BHPYCHOI'O 3apaKEHUs, B TOM YMCIIE IUIaHBI PE3CPRHOIO KOIMPOBAHUS BCEX HEOOXO/IMMBIX JIAHHBIX U
HPOrpaMM M UX BOCCTAHOBJICHHS.
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OTH MCpBl 0OCOOCHHO BaXKHBI JIUIs CETEBLIX (DAHIIOBBIX CCPBEPOB, MOJUICPKUBAIONIMX OOIBIIOE
KOJIMYECTBO paboHUX CTAHIUIA.

B yupex/jicHuM pPyKOBOJMTENEM JIOJDKHO ObITh HA3HAYCHO JIMIIO, OTBETCTBEHHOE 32
AHTHBHPYCHYIO 3alMTY, B JIOJDKHOCTHBIE MHCTPYKIIMHU Ul KOTOPOI'O JIOJKHBL OBITh IIPOIHCAHBI
MOPSUIOK JICHCTBUS B 1IEPHOJL BUPYCHBIX ODIWIEMHH, 1OPS/IOK JICHCTBUA 1IpY BO3HUKHOBEHUH
BHCINTATHBIX CHUTYAIlMH, CBA3aHHBIX ¢ pabOTOCIIOCODHOCTBIO CPE/ICTB AHTHUBUPYCHOH 3alllMTh,
HOPSAAOK JICHCTBHH JUIS yCTPAHCHUS ITOCIIC/ICTRUN 3apascHHi.

B uporusnom ciyuae, BCS OTBETCTBEHHOCTH 3a 00CCHEHCHHME AHTHBHPYCHOM 3aIIUTBI JIOKHUTCH Ha
PYKOBOJMTEIIS YUPCIK/ICHUSL.

B Vupex/ieHun MOKCT HCIOJIL30BATLCS TOILKO JIIMIEH3HOHHOE aHTHBUPYCHOE IIPOIrPaMMHOE
obecnieyenue JmbO cBOOO/HO-PACIIPOCTPAHACMOE IPOIPAMMHOE 0OCCIICHEHHE.

O06s3aTC/ILBHOMY  AHTHBUPYCHOMY KOHTPOIIO HOUICKUT 100as uHbopmaius (TeKCTOBbIE
daitr Jo0six  Gopmaros, daiisl  Jl@HHBIX, Mcnojmsembie  (ailiibl, 1104TOBBIE COODLIEHHS),
[ojiydaeMas M lepejlaBaemasi 10 TEJICKOMMYHUKAIIMOHHBIM KaHalaM CBSI3M, @ TakKe MH(popManus,
Haxo/sascs Ha CbCMHBIX HOCHTEIAX (MArHWTHBIX JlMcKax, Jienrax, CD-ROM. DVD, flash-
Hakonureasx v T.an).  Kourposas  uexojusinied  MHOpManuu  HCOOXO/MMO  [IPOBOUTH
HETIOCPEACTBEHHO 1IEPE/L APXMBUPOBAHUEM M OTIIPABKOH (3aIIMChIO HA CHEMHBIH HOCHTEIIB).

Majiiibl, HOMENAEMBIC B YIEKTPOHHBIA apXMB, JIOKHB! B 0043aTCILHOM HOPSJIKE IIPOXO/IUThH
AHTHUBUPYCHBIA KOHTPOJIE.

2. TpeboBanus K 1IPOBC/ICHUIO MEPOLIPUATHH 110 aHTUBUPYCHON 3alIIUTE

2.1. B nauvasc paloTsl 1IPU 3aIpy3Ke KOMIIBIOTEpPA B aBTOMATHYECKOM PEXKHMME JIOJKHO
BBIITOJIHATECH OOHOBICHUC aHTUBUPYCHBIX 0a3 U CCPBEPOB.

2.2. llepnojimieckue 1IPOBEPKH ICKTPOHHBIX APXMBOB JIOJIKHBI TTPOBOJIMTHCH HE PEKE
OJIHOI'O pa3a B HCJICIIO, JIAHHBIC, PACIOJIOKECHHBIC HAa pabovMX CTAHIMAX T[0JIL30BATEIICH -
€IKE/HEBHO.

2.3. Breouepe/(HOH AHTHBHPYCHBI KOHTPOJL BCEX JIMCKOB M (aillloB NEPCOHAILHOIO
KOMIIBIOTEPA JIOJIKCH BBITOIHATHCSH:

2.3.1. Henocpe/IcTBCHHO 110CJI€  YCTAaHOBKHM (M3MCHCHMUS) 1IPOIPAMMHOIO obecredeHus
KOMIIBIOTEPA /IOJIKHA ObITh BbINIOJIHCHA AHTHUBUPYCHAs 1IPOBCPKA Ha CepBepax M IEpCOHAIbLHBIX
KOMITBIOTEPAX YUPEHK/ICHUS.

2.3.2. llpu BO3HMKHOBEHMHM I10JI03PCHHS HA HATMYHUC KOMITBLIOTEPHOIO BHpyca (HETHIIHYHAS
pabora nporpamm, [OsiBJICHUE TIpadUYCCKUX U 3BYKOBBIX H(P(CKTOB, HCKAKCHUM JAHHBIX,
nportajanue Haiios, 4acToe MOsBICHAC COOOIICHUHN O CUCTEMHBIX OLIMOKAX U T.I1.).

2.3.3. llpn oTHpaBKE M HOJYYCHUH DJICKTPOHHOH IOYTBHI ONEPATOP WICKTPOHHOH [10YTHI
00f13aH NPOBCPUTH YICKTPOHHLIC ITMCHMA U X BJIOKCHUS Ha HAJIMYHUC BUPYCOB.

2.4, B ciayvae oOnapysKeHHs 3apakeHHbIX BUpYycaMn HaiiloB HIIH MICKTPOHHBIX 1THCEM
10JIL30BATC/IM 00A3aHbI:

2.4.1. llpuocranosurs padory.

2.4.2.  HemejuleHHO 1TOCTABUTH B M3BECTHOCTE O (hakTe 0OHAPYKCHUS 3apa)kCHHBIX BUPYCOM
(aifJIoB OTBETCTBEHHOIO 3a OOCCIEHEHUE AHTMBHPYCHOH 3allMThl (B Cilydac €ro OTCYTCTBHS -
JIMpEKTOpa) YupexkeHus.

2.4.3. CoOBMECTHO C BJIJIC/IBIIEM 3aPAKCHHBIX BUPYCOM (halIOB IIPOBECTH aHAIN3
HEOOX0/IMMOCTH JIAJILHEHINETO UX UCIIOIB30BAHUS.

2.4.4. llpoecTH JICHCHUE WITH YHUUYTOXCHUE 3apaKCHHbBIX (halIoB.

3. OTBETCTBEHHOCTh

3.1, OTBETCTBCHHOCTL 3@ OpPraHM3alMIi0  AHTUBHPYCHOH  3allMTBl  BO3JIAraeTcs Ha
PYKOBOAMTEIS YUPEkK/ICHUS WM JIMII0, UM HA3HAYEHHOE.

3.2, OTBETCTBEHHOCTL 3@ 1IPOBE/JICHME MEPONPHUATHI  AHTHBUPYCHOTO KOHTPOJIA B
Yupexk/IeHHH BO3JIArdeTes Ha OTBETCTBEHHOTO 33 0becrieueHue aHTUHBHPYCHO# 3alIUThI, CODIIOICHUE
TpeboBanuit HacTosnielt MucTpykiuu nmpu paboTe Ha nepcoHANLHbLIX padOYMX CTAHIMAX BO3JIAracTcs
HA T10JIH30BATCIICH JIAHHBIX CTAHIMH WM 11€/larora, OTBEYAIONIEr0 3a paboTy KOMIIBIOTEPHOIO
KJ1acca.

3.3, llepuo/iMuccKuit KOHTPO/Ib 3d COCTOSHMCM aHTHBHPYCHOH 3alIMTHI B YUPEXK/ICHHUH
OCYIIECTRIIIETCH PYKOBOAMTE/IEM M huKcHpyeres AKTOM LIpoBepku (He pexke | pas B kBaprain).
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